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ABSTRACT
This paper reports on the experience of designing a single integrated environment for teaching both information security and computer using virtualization technology. The paper reviews information available on information security and networking laboratory environments elsewhere. This paper proposes that virtualization offers three significant instructional advantages in delivering a rich learning experience: (1) server independence giving each student control of an local configuration, (2) a unique IP address on the “virtual” network for each server so that students are able to work in teams, including in distance learning situations, and (3) demonstration of centralized logging as typically deployed in production networks by configuring each virtual machine to send log messages to the instructor’s virtual machine
Categories and Subject Descriptors
K.3.2. [Computer and Information Science Education]
General Terms
Information Security, Networking 

Keywords
VLabNet, Integrated Design, Hands-on Learning
1. INTRODUCTION, BACKGROUND, RATIONALE, CRITERIA
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There has been a rapid expansion of using practical laboratory exercises to teach information security and networking as documented in a number of listings and reports covering both academic and commercial settings [1] [5] [7] [8] [9] [12]. The history of using virtual machines in teaching at RMU began in 2006. The initial decision was to exploit virtual machines in information security (INFS6760) to give the students practice with intrusion detection and other information security activities [3] [4]. We decided that we wanted to use open source technology throughout our learning environment. Specific activities chosen for implementation were use of syslog and the logger tool, centralized audit using syslog configuration, the Snort sensor and setting up local Snort rules, penetration testing (OS fingerprinting; a “mystery” operating system can be used on one member of the virtual machine group to provide practice), and use of ping and telnet. We did not want to assume that students in the information security course had sufficient capability with Linux to install the tools, so we provided the students with a Xen installation including all needed tools. Instead of complex provisions involving garage drives or cabling, we achieved a simple design, with all the virtual servers supported on a single physical server located in our computer center. Of course instruction in the Linux environment and editing had to be taught for those not having prior experience with Linux.

The Xen array of virtual machines offered our students server independence giving each student control of a local configuration and of a unique IP address on the “virtual” network for each server so that students were able to work in teams, including in distance learning situations, and this facility thus could be used either in the teaching space or as distance learning. Students were assigned into teams. They practiced in the classroom using laptops and wireless access and then continued to work at home, coordinating their “attacks” on each other by telephone. One student would send a message to the other or port-scan the other student and both students would document the results. The students responded with a great deal of enthusiasm. After a week there were all kinds of attacks from external sources and the students began to document these and to track down the sources. Important tools here were tcpdump and tethereal for data capture. We wanted every student to become aware of the vulnerability of the system assigned to her/him, and this occurred. One practical problem was instructing the students to provide documentation in such a way that capture documentation received was not too voluminous and difficult to grade.  We were, however, unable to implement all of our goals and put three features off for subsequent iterations of the course: (1) providing mysql and ACID to help students analyze the data captured, (2) having Snort sent e-mail alerts regarding certain kinds of exploits, and (3) firewall configuration using iptables.
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The success of this approach encouraged us to look at applying this technology to the teaching of computer networks (INFS6230). Here we adopted an approach focusing on themes: protocol stacks, encapsulation of data units, and routing discovery. We wanted our students to be able to identify and understand data units at every level. Important tools again here were tcpdump and tethereal for data capture. We chose a progressive coverage of routing discovery, beginning with the arp cache and kernel routing table (netstat –rn), and proceeding through static routing, and dynamic routing (RIP and OSPF, each simulated by the Quagga suite), to a Cisco 2610 router. The final step of encapsulation and routing experience was building tunnels using Generic Routing Encapsulation (GRE).

The architecture (please see Figure 3.1. - Xen Bridged Networking Architecture) was chosen with these goals in mind: students should get practice monitoring various interfaces. The addressing encountered in this learning environment should make it necessary the learn CIDR routing and masks of different types. The dummy interface in Xen was named eth1:1 and used to given the students the opportunity to use their own systems as routers. We foresaw this would provide an opportunity to use the FORWARD chain in later use with iptables. Additional routing experience was provided by a virtual network 10.11.0.0/16.

IPtables was added to the information security course on the second iteration in 2007. We have gradually been improving the documentation for iptables so students would not destroy their own (remote) access by improper configuration or by flushing rules (containing their only ACCEPTs) back to DROP policies. Currently we are developing the instructional materials for Ftester so students can practice firewall testing.

The virtual machine are designed to be minimal and yet adequate for learning. Each virtual machine has httpd so that it will be listening on port 80. In terms of using netstat –an to monitor their own ports and nmap, they become aware of what ports should be listing or participating in established connections. In this case that includes port 5140, used in this environment for the central audit process. Future plans include ACID, simulating border gateway routing, and logging using iptables.
Our design includes the same software and hardware for use in both information security and networking instruction. The differences lie in which software receives major attention and on which interface the students focus in their work. This reduces the difficulty in configuring the network for the two different courses and avoids the challenges that would come from using two very different configurations to support the two courses. After three semesters of use of this architecture we found that we could archive a single integrated architecture that would serve both courses. This makes setting the environment up each semester easier. We plan to publish (as open source) the templates for configuring the Xen array of virtual machines.

	Course
	Information Security
	Networking

	Xen interface(s) of focus (see Fig. 3.1)
	eth0
	eth1; eth1:1

	Tools of focus
	Snort sensor, syslog, nmap, iptables, telnet, netstat, ftester, httpd, tcpdump, Cisco router 
	Quagga routing suite simulations, ping, arp, telnet, tethereal, ip addr, ifconfig, GRE


2. INSTRUCTIONAL REQUIREMENTS

The use of real-time simulations in the classroom is strongly supported by educational theory as a productive and effective pedagogical practice.  Major theories that support the use of this technology include Bloom’s Taxonomy, Tomei’s Taxonomy, and Gardener’s theory of Multiple Intelligences.  

It is a commonly held belief that students learn more efficiently when instructors engage them in higher order thinking.  Virtual lab technology provides the instructor with the means to challenge students with these higher order tasks.  The use of virtual lab technology is focused in the analysis, synthesis, and evaluation areas of the taxonomy.  This is evidenced by the use of the technology in the classroom.  As the students are using the virtual lab, they are constantly forced to make very quick connections between what they know and what they are experiencing.  In addition, the real-time environment provides an excellent opportunity for the students to make predictions regarding network behavior and to test assumptions without damaging an existing network infrastructure. This type of learning and experimenting is an essential and often overlooked element of an effective information systems curriculum.

In addition to traditional educational theory, such as Bloom’s Taxonomy, virtual lab experiences allow instructors to provide students with higher order technology experiences as well.  Tomei’s Taxonomy is a widely accepted educational technology model that provides the framework for the proper use of technology in the classroom.  The virtual lab technology touches on many of the levels of Tomei’s Taxonomy and provides students with valuable higher order technology experiences.  For example, this technology aligns itself very well with the Decision-Making and Integration levels of the taxonomy.  In the Decision-Making level, students must “apply electronic tools for research and problem solving”. [11] Additionally, the virtual lab technology allows students and instructors to “[c]onsider the consequences of inappropriate uses of technology” and also allows them to “[a]ssimilate technology into a personal learning style”. [11]  These instructional activities align with the Integration level of Tomei’s Taxonomy and further reinforce the higher order technology skills that provide students with the most enriching classroom experiences.

Because of the vast differential of learning styles of students in college and university classrooms, it is essential to provide the most appropriate and adaptive learning experiences to accommodate the needs of each student.  The use of the virtual lab technology conforms to the many of the dimensions of the Gardener’s theory.  Logical-mathematical and spatial dimensions are easily addressed during the use of the virtual lab.  “The ability to handle long chains of reasoning and to recognize patterns and order in the world” [6] is a hallmark of the logical-mathematical dimension.  Allowing the students to experiment and create real world situations in the virtual lab fosters the reasoning and pattern recognition skills associated with logical-mathematical thinking.  “The ability to perceive the world accurately, and to recreate, transform, or modify aspects of the world in the basis of one’s perceptions” [6], the defining characteristic of spatial intelligence, is a skill essential for network administrators and is a skill that is easily practiced in the environment of the virtual lab.  By utilizing technology that addresses several different intelligences, the instructor provides avenues to learning to a large array of students in the class.

In the information security curriculum, the primary topics to cover are intrusion detection, penetration testing, firewalls, and firewall testing. It is advisable to use the industry-standard Snort Open Source intrusion detection system (IDS). Unfortunately, offering a lab based on Snort poses a challenge for institutions without UNIX or Linux-based labs.  Although Snort does run on Windows, its native and typical production deployment platform is a UNIX-like system such as Linux.  On a UNIX-like system, access to packet capture capability typically requires root privileges.  Snort could certainly be run in shell accounts on a single server, with a shared root password or the sudo command, but virtualization offers three significant instructional advantages.  First, each virtual machine is an independent server, so each student has full, private control of their IDS configuration, which cannot be changed or even seen by other students.  Second, each virtual server has a unique IP address on the “virtual” network, so students are able to work in teams to generate, observe, and log various types of network traffic between their virtual servers in a safe, ethical manner.   Finally, configuring each virtual machine to send log messages to the instructor’s machine is not only very convenient during the lab session, but also demonstrates centralized logging as typically deployed in production networks.  The results are a richer learning experience.
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In networking, the size and properties of data units are important. This learning environment made it easy to familiarize the students with the maximum segment size (MSS) and maximum transmission unit (MTU) concepts. By using ping to develop oversize packets, fragmentation could be explored as well as related parts of the IP protocol (see Figure 2.1). Using the “warning signs” in Figure 2.1, students are encouraged to consider how the challenges of data unit size in routing packets are analogous to the challenges faced by dispatchers of trucks in terms of load limits on bridges and clearance restrictions on underpasses. 

Figure 2.2, which models the 5-layer hybrid protocol stack,  was 
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developed to help students understand the protocol stack concept and payloads. Students can capture and document a TCP connection, which is more impressive than reading about it in a book. 
3. TECHNICAL REQUIREMENTS AND ARCHITECTURE
This module requires a single Linux server with sufficient disk space, RAM, and CPU power to support individual virtual machines for all the members of a course on information security or on networking, and a suitable range of IP addresses.  The hardware server (“host”) is partitioned into virtual servers using the free Xen hypervisor.  The Xen host (“dom0”) runs Linux with the Xen hypervisor and tools on hardware and the virtual machines (“domU” instances) run a Linux kernel modified to run on Xen.  Each virtual machine sees a single Ethernet interface, eth0, which is attached to a virtual interface for each domU in the host and bridged to the host’s physical Ethernet interface as shown in Figure 3.1.  Thus, each virtual server is visible on the same network segment as the host.  Access to the virtual machines can be restricted, 
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 Bridged Networking Architecture

if desired, by implementing iptables rules in the host. The virtual lab architecture for the IDS exercise described in this paper offers:
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Full, independent root access for each student 

· Full isolation of student configuration changes during the lab exercise

· Full bridged networking equivalent to a physical switched network for the virtual machines

· Automatic logging of lab exercise results to a central logging server operated by the instructor

The virtual machines need to be preloaded and preconfigured with the following software: pcap, snort, nmap, ftester, telnet, and netstat.

4. DESIGN, PREPARATION, AND IMPLEMENTATION

A group of IP addresses is obtained, one for each student in a lab section.  The addresses do not need to be publicly routable unless it is desirable for students to be able to access their virtual machines away from the campus network.    The RMU lab utilized routable IP addresses in the range of x.y.z.101 through x.y.z.122 for the student virtual machines.  The host server hardware is also obtained and set up.  The host server used for the lab at RMU was an HP ML370G3 with a single 2.8 GHz CPU, two 36 GB SCSI disks in a hardware-based RAID-1 mirror, and 1 GB RAM.  This server supported a lab of up to 22 virtual machines each with 48 MB RAM, 1 GB disk.  RAM is the limiting factor, because Xen allocates the full amount of RAM for each virtual machine out of the host’s physical RAM at domU startup.  The virtual machines performed admirably with their low 48 MB RAM.  Neither host CPU speed nor disk space was an issue at any time during the RMU labs.
Once the host is prepared, the virtual machines are set up.  First, a template virtual machine is created.  The template is built from a Debian Sarge netinst image running Linux kernel 2.6.11.12-xenU.  Snort, nmap, and syslog-ng and all their dependencies are preinstalled from Debian packages because the focus of the lab is intrusion detection, not Linux system administration.  Next, a set of scripts was prepared to automate the creation of a virtual machine for each student.  For each student username listed in a simple ASCII roster file, the script creates a virtual machine consisting of a disk image file and a Xen configuration file.  The hostname is the student’s username, which simplifies interpretation of syslog entries in the Instructor’s central log server.  When each virtual machine starts for the first time, a script contained in the template disk image generates and sets a strong root password and then e-mails it to the student and the instructor. This kind of documentation is helpful for students more accustomed to graphical interfaces than commend-line interfaces. The directory structure model for each course highlights the directories important to the particular course.
4.1  Example E-mail to Student:

From: 
root <root@snortlab-00>

To:
<abcst1@RMU.edu>, <instructor1@RMU.edu>, <instructor2@RMU.edu>

Date: 
3/16/2007 5:03 pm

Subject: 
INFS6760A: Lab Setup Information for abcst1

Virtual machine IP address: x.y.z.101

Username: abcst1

Password [and root password]: 5514af36

Along with this e-mail, students are separately notified in advance to have laptops available for classroom use.  This is not a general requirement; each student requires only access to any computer (Windows, Linux/UNIX, or Mac) that has a SSHv2 client available.
5. DOCUMENTATION
Documentation needs to specify the editors that will be available to use and training resources with regard to these editors. In this case the editors vi, nano, and emacs, all widely used in the Unix and Linux environments, were preloaded onto the students’ virtual machines. Students need to be instructed on downloading, installation, and configuration of a suitable Secure Shell system, such as PuTTy. In this case PuTTy was recommended to the students and they were showed how to configure it to (1) provide keepalive capability for sessions, (2) use the SSH protocol, and (3) increase buffer space to at least 500 lines for the display. To assure appropriate practice and log development, a group work procedure should be described, such as round robin port scanning, which would assure interesting and realistic results to review.

The instructor can easily monitor course activity by reviewing the files in /var/log/HOSTS to check for presence, size, and most recent date the file was changed.

Documentation is maintained online, including links. Two links which have proven very useful, for example, for iptables, are [2] and [10]. The online documentation includes examples of what the students are assigned to capture, as well as links to standard resources such as IANA, OUI indexes, WHOIS information, etc. Documentation includes lists of port numbers important for the two courses involved, lists of tools, a summary list of commands, and a list of important processes and how to start and stop them.
Documentation covers checking active processes (to avoid starting two copies of the same process) and checking memory. Directory models help students in the two courses orient themselves in a text environment and learn what resources are in what directories. Figure 4.1 documents directory structure for students in the networking course. A model of thee central audit process helps students understand how that works. Figure 5.1 shows a model of the Central Audit capability of the system and helps students understand what is logged.
6. CONFIGURING AND INVOKING TOOLS
Students then learn to start Snort with its beginning rule configuration and configure Snort operation on the command line. Students first learn to start snort, use nmap to scan an assigned target, and check the authorization log for results. They can test Snort in sniffer mode by the appropriate command. They learn that they must enable syslog in starting Snort in order to produce log results.

Students learn more control over simulation by writing a custom snort rules. They can write a rule to invoke alerts to a TCP connection to an arbitrary port address (such as 12345). They can edit local.rules to include this rule.

Other tools used include arp, ping (ICMP), telnet, logger, ftester, ifconfig, ip (ip addr, ip route, ip neigh, ip tunnel, ip link), route (route add and route delete), tcpdump, tethereal.

7. USE OF LOGS IN INSTRUCTION
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Log entries produced by exercises are reviewed. Information security learning primarily involves syslog, auth.log and ftester logs. Attacks from outside the group should be identified and documented. Student can use a utility, like WinSCP, to transfer log files to their systems for analysis. Here are examples of exploits captured in the type of environment described in this paper:
8.1 Example (Possible Breakin Attempt)

Mar 18 11:09:37 <host IP address> sshd[1650]: Illegal user sgi from 211.162.78.106

Mar 18 11:09:37 <host IP address> sshd[1650]: reverse mapping checking getaddrinfo for servers.szgwbn.net failed - POSSIBLE BREAKIN ATTEMPT!

8.2 Example (Illegal User)

May  7 15:00:12 snort-xen-01 sshd[18194]: Illegal user test from 211.125.74.47

May  7 15:00:14 snort-xen-01 sshd[18196]: Illegal user oracle from 211.125.74.47

8.3 Example (Dictionary Attack)

May  7 07:43:06 snort-xen-01 snort: [122:1:0] (portscan) TCP Portscan {PROTO255} k.m.n.114 -> k.m.n.99

Dictionary attack from possibly spoofed IP address:

8.4 Example (Attempted Information Leak)

Apr 11 11:08:07 vm-mxkst15 snort: [1:1420:11] SNMP trap tcp [Classification: Attempted Information Leak] [Priority: 2]: {TCP} k.m.n.117:47755 -> k.m.n.113:162
Apr 11 11:08:07 vm-mxkst15 snort: [1:1421:11] SNMP AgentX/tcp request [Classification: Attempted Information Leak] [Priority: 2]: {TCP} k.m.n.117:47755 -> k.m.n.113:705

8.5 Example (Identification String Not Received)

Apr 11 16:55:28 vm-mxkst15 sshd[14988]: Did not receive identification string from 82.224.139.101

8.6 Example (Misc Attack)

May 26 11:33:39 k.m.n.126 snort: [1:2003:8] MS-SQL Worm propagation attempt [Classification: Misc Attack] [Priority: 2]: {UDP} 220.178.32.78:1072 -> k.m.n.127:1434

May 26 11:33:39 k.m.n.126 snort: [1:2004:7] MS-SQL Worm propagation attempt OUTBOUND [Classification: Misc Attack] [Priority: 2]: {UDP} 220.178.32.78:1072 -> k.m.n.127:1434

May 26 11:33:39 k.m.n.126 snort: [1:2004:7] MS-SQL Worm propagation attempt OUTBOUND [Classification: Misc Attack] [Priority: 2]: {UDP} 220.178.32.78:1072 -> k.m.n.127:1434

May 26 11:33:39 k.m.n.126 snort: [1:2050:7] MS-SQL version overflow attempt [Classification: Misc activity] [Priority: 3]: {UDP} 220.178.32.78:1072 -> k.m.n.127:1434

May 26 11:33:39 k.m.n.126 snort: [1:2050:7] MS-SQL version overflow attempt [Classification: Misc activity] [Priority: 3]: {UDP} 220.178.32.78:1072 -> k.m.n.127:1434
8.7 Example (Failed keyboard-interactive/pam)

Apr  6 19:21:43 k.m.n.111 sshd[5585]: Failed keyboard-interactive/pam for illegal user waldo from 172.24.3.247 port 2639 ssh2

Students should learn to recognize “normal” log entries that are not exploits, such as their own failures to log in correctly.
8. ETHICAL CONSIDERATIONS AND INSTRUCTION
Ethical issues relating to scanning of ports must be explained and reviewed. Students must be alerted to the impropriety or prohibition of scanning ports in organizations and of systems over which the students does not have administrative control or permission. Port scanning is permitted (and required as a learning activity) for the group of virtual machines serving the individual members of the course and is therefore permitted in this case for the systems identified by the instructor. Students must receive an explicit policy statement for the course relation to the ethics of port scanning and the limitations on port scanning which may be done within the scope of the course. 
As students encounter intrusions from the Internet, and contemplate the exploits they are documenting, their attention shifts to identifying the sources of the intrusions. They are encouraged to use the resources at hand to identify the owners of the offending IP addresses. Some students have undertaken to notify the owners of the offending IP addresses, using models which are available online.
9. CONCLUSION
It is feasible and efficient to develop a single virtual machine array architecture to serve information security and networking instruction effectively. Such a design not only reduces the load in information technology in maintaining the facility, but furnishes the student with a consistent environment encountered in more than one course and supports student self-study at home as well as in the labs and in class. Our preference would be for students to enroll in the networking course before the information security course. We feel the use of IP addressing which supports flexible student access at home as well as on campus is essential. 

Online documentation is important in supporting student work. Documentation and/or URL for online documentation will be furnished on request. 
We acknowledged in designing and working with this facility that different instructors and programs at different universities would have flexibility as to what resources they used. For example, the use of iptables requires time and effort and, in general, there is not time to include it for all students. It can be assigned as a project to individual students with aptitude.
Although the central audit feature is not as important conceptually for the networking course as for the information security course, it was implemented in networking as well, since it is very helpful in supporting instruction.

We feel the facility would be more effective with ACID (Analysis Console for Intrusion Databases) for teaching information security.
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Table 1.1 – Interfaces and Tools
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Figure 5.1 - A Model of the Central Audit Capability
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